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ABSTRACT

Cryptographic algorithms implementing on a cryptographic device leak information through side channels.
Cache behavior in modern processors can be used as a side channel and retrieve the key used in cryptographic
implementations. Cache based side channel attacks are serious hazard against modern computers with cache memory.
This paper surveys the software and hardware defense methods against cache-based side channel attacks and analyze the
efficient defense method against cache based side channel attack.
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